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Y Agenda

Welcome and Introductions

Securing Manufacturing Industrial Control Systems: Behavioral Anomaly
Detection NIST-IR 8219 Update

New Project: Protecting Information System Integrity in Manufacturing
Environments Project Description

* Questions and Open Discussion
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» Manufacturing Behavioral Anomaly Detection Use Case

NISTIR 8219: Securing Manufacturing Industrial Control Systems —
Behavioral Anomaly Detection

« Single capability scope in two manufacturing demo environments
« Collaborative robotics system

« Simulated chemical process system

« Security characteristics were mapped to the Cybersecurity Framework
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» Manufacturing Build Team
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Securing Manufacturing Industrial Control Systems: Behavioral Anomaly
Detection - Project Execution Timeline
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» Behavioral Anomalies

Abnormal equipment operations
« High trouble call frequency

Sensor disruptions
* Door sensor failure

Communication disruptions
* Robot coordination failure

Environmental changes
« High work cell temperature

Data corruption
» Invalid process variable values
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* Project goal:

« demonstrate behavioral anomaly detection techniques that businesses can implement and
use to strengthen the cybersecurity of their manufacturing processes.

* Three detection methods:
 network-based

e agent-based

« operational historian/sensor-based
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This project will address the detection/prevention of:
« unauthorized software installation

« unauthorized data modification/deletion

e unauthorized device configuration changes
« unauthorized access

 PLC program changes

« firmware changes

« data exfiltration

* malware
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Protecting Information System Integrity in Manufacturing Environments -
Project Execution Timeline
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Michael Powell

NIST/NCCoE - Principle Investigator

Michael.Powell@NIST.gov

Keith Stouffer

NIST — Principle Investigator

Keith.Stouffer@NIST.gov

Jim McCarthy

NIST/NCCoE — Senior Engineer

James.McCarthy@NIST.gov

CheeYee Tang

NIST — Project Engineer

Cheeyee.Tang@NIST.gov

Timothy Zimmerman

NIST — Project Engineer

Timothy.Zimmerman@NIST.gov

Mike Fagan

NIST — Human Factors Engineer

Michael.Fagan@NIST.gov

Titilayo Ogunyale

MITRE/NCCoE - Outreach & Engagement

TOgunyale@MITRE.org

L auren Aclerto

MITRE/NCCoE - Outreach & Engagement

LAcierto@MITRE.org
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» Contact Us
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CENTER OF EXCELLENCE

Michael Powell, Principle Investigator
Manufacturing Sector Lead
Michael.Powell@NIST.gov

301-975-0310

Titilayo Ogunyale
Outreach & Engagement
TOgunyale@MITRE.org

301-975-0219
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